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[0029]

[0030]

[0031]

[0032]

il

csl

23]

[0033]

715 o] &
tol sr= gt

=1]
=
&

Al AFEAF H]

o
A2 A

)

, AT ARl

H o
H

H}

[0034]

F A2

)
<&

tell o

T
H

A2 dolg H

]

71E o] &

=1]
=

i3

A2 AFgAfol] o)

ol
RUREES

5

e

stel 4

az

9 A7) A2 AFRAF H)E 7)o 7]

7] AL AFER N )

}6]—

Al

= ¢

=
-

o

KN
=

F oAl ok

)
<&

Azel

o 7

1

F
71 A1 ol E

[0035]

X}:]

)

<0
AK

o

il
o]

P
p

= @A

5

873

B
il

™

Njn

;i
R

B

[0038]

(Tr {Ca'.k;- = Hl(T I xi,k,-) l'Duct- = Encrypt(T | Xige;r TKi.ki)}k[-e[!f])

CTir

[0039]

[0040]

x.
LRy

Ci,ki

14 84, G

9]

#1

3

=
il

Ey_]:

=
=

*

7] 84, O Hi:{0,1} =G

A1\

g

3L
s Y

7] AL AFEA W 7)o

}6]—

p
o

TKy,

7] kA

A2

i3

of i

Sholl 2

3 7

p
L

7], Encrypt()
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[0041]

[0042]

[0043]

[0044]

[0045]

[0046]

[0047]

[0048]

[0049]
[0050]

[0051]

[0052]

[0053]

[0054]

[0055]

S=S3 10-2143525
(534 2]

CT, = (T {C.k =H, (T Il Xjkj ) = E"C"}’Pt(r’" xj.kj‘TKj.kJ-)}kje[!}-])

(oldh, j& jSlnl % j#ig WIS 7] A2 A dF A8 s, TE 7] A2 dele Wl
Cf.kj xj’,kj
g gl CTy e A7) A2 g8, = 7] A2 deolE He xdE kA da of tgk Al 4=
D;y; Xk
T84, a;F A7) A2 AREA v 7led 2EE Al B 7] 84, = A7 kA da of dighk A2
TKj.kj xj’,kj

PSE 84, = 7] kA 9a of digk i 71, 0= A7) A2 deoly e xFE die]
F)E wEstaL, A7) e 71, obdle] 84 3

(elwf, SK; ;&= 271 & 71, & f57F 25 pdl =8 o AR, Biv 471 Al AR vld 7]ol] EFH

[s=eH4 5]

X \Bj
T, = H, e((T I xj_kj),g)

e:G XG - Gy Gr g G
(o], ex= = 5ol A48 ska=(bilinear map), & 97F &% ped =3, = 9 A
A, BiE A7 A2 AREAE B el 3 A2 Bdy] 84, LOE BiGoKE WSS A2 §lA g4, K

= A7 dA 7] 95 dugEY 7] F7(key space))E WEelar, Ay B A 7S AASE 9AE,

TKki,kj
(o], = A7 ki R A7 ke 2R G, kol HeHE WA 7S ol &ste] AVl Bl WA s

39T 5 Ao,
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[0056]

[0057]

[0058]
[0059]

[0060]

[0061]

[0062]

[0063]
[0064]

[0065]

[0066]

[0067]

[0068]

[0069]

[0070]

SSS0ol 10-2143525

>

471

2L

12 & 17

Sl
o
B
Ll
d
fol
ot
D
rir
aY)

A, obdsl 58

d

[s=<k4 7]

Decrypt (D, TKix, ) = (A I B,

(olwf, DecryptO+= 71 thd 7] 9= dugFe o8& H23h)& ol&sto] 47] Al vloly Hitol 3

Rk T
7 o] U@ Al SR 0xE Bsssa, 37 wdEe Adss v, g wEae 49,
kik;

471 B ) mgel 347 4 At

9 ANeo] W PR, st oldel EEAA; el 2 st olde) ZEade Egss A=A, 3]
Shh olabe) meage 4] Mzl AgHn 7] sht ool Aol ola] AWHwg FAu, 3]
meage, e sle] 7)zske] B AgA A7el HE AHgA WY AE AMSE B L 3] B
o A8 F AL ARG g AL SR HE A W A7) B5el A8R F Az ALgAe] dd A2 ALEA
M Aol Flzstel, 371 AL AHEA WE 7% ol getel dEshE AL eld PF 47 Al2 A H
AE olgatel gmabe A2 deld F¥ol P WAL A A8 B NS AdSE wAE s
gk HHolES EFgh).

47 AR HEAE AP BAE, obdle F84 1
o 1]

EK; = (a;8;) = (PRF(z,1 1| i),PRF(z,2 || i))

(o], it i€[nle WHabE AHEA A8z, ne Y] B AgAel F Kk A7) AR Q92

ol AFgAF 3k AFgA} U7, 2= A7) mpAE 7], PRFOE oA WY &4 (pseudo-random function))< o]
|3to] A7) Ego] AbgA 24zt disk AMEx)F v 71E AT 4 Q.

: ¢
g

(olwl, K= 7] B 71, = 9197 A% pol T o ARAE o8] BY] B A1E ANE 5
Sk,

9 WA mE FAE, st ol gel TRAM; vlwel; R sht olgel ZRa@e TS FARA, 4]
St ool Zeawe 4] dreld AgsHn 7] st olgel ZzAMel olaf AW EH s, 3]
m2age, 7] A4 FAREE AR uE g H5eke B deld A%l ua ehl(label) 2 471 A
4 HE Ae] Azstel, 37 dold Aol EgE 2 Aaol U Al YEE 4k L A2 YEE a4E
WS B L A el 4] 7 Qe A AL GEE a4 L Al GER a4 FPes GRS
YA o 7
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[0071]

[0072]

[0073]

[0074]

[0075]

[0076]

[0077]

[0078]

[0079]

[0080]

[0081]

[0082]

[0083]
[0084]

[0085]

[0086]

A7) AL FEE aaE AP B, okl a1

SSS0ol 10-2143525

Ci,ki
(o], i iE€[nlS& W=t AFEA Ex e gustel] FHold R Abgate] F o5 = 7471 Hlel
Xik;
Bl el 3 kA A4 of g Al dEE o, T= A7) P8, ai= 47 AL ¥E7] a4, I

O€ HH0,1} =65 WEah= AL A4 85, G 957 25 pd +87)< ol 4dte] 47 2 Azl 1

L 9o a8 AAsta, 37 i3 718 sk 9

f

i (o (1 2008)")

TKy, Xik;

(o], = A7) kA 4 o digk i 7, ex=
6 6, g ¢

map), % & 957 2% pdl £8%, = o 454

ke A2 sAl e, K A7

]
BE Y 71E s, 47 A2 $EE 24 YT

[53}4) 3]

Df'kl' — EnCTy'pt(T " xEkE,TKl-_kl.)

. BiE A7

(o]uj, = 47 kA dAa o uist A2 &d&EF 84, Encrypt

dzsh)E olgste] 7] 4 Aol HiE A2 dEE 24aE AT 5 3

olwf, €= 7] dole Jitel x3d A9 M) E vk

ZR2ae AL ARk digk Al AMEAF WY 715 o] gste] dtwshE A1 dHolE F el digk A
g A2 AR dlgk Al2 AMEAF Bl 7] 5 o] &ate] tmslE A2 vlolE FFel ol A2 i

o 71%3t4 =
o 7] Al deldy J et ] Al

AREAE B 7] B 7] A2 AREAE Bl T

] A1
Al G, A7 A2 d3E 2 A7) g 7

e PN
st 4 9.

o

Al

& wEete #3448 5 (bilinear

| A2 M2y 84, HOE HiG—kE

A 7 g5 dugEe 7] F37Hkey space))E o|&3te] A7) ZF A4

A=, ofe

9 ot 3

Os o3 71 &= dae

o}

[N
o
%)
oo
ot

BHE F5 718 A55e
k<) A



10-2143525

s==4

A2 dlolE gl

I

i
o

71

[0087]

oy
X

[0088]

[0089]

(7. {Cix; = Hy(T I xi,k,-) E"'-):'.Jcl- = Encrypt(T Il x5, TKqu)}k,-e[zf])

CTir

[0090]

[0091]

I

= Al e &, G

= =]
=°

1?_]__

=
=

*

H;:{0,1} =G

o
=

A1 \E 7] 24, H0O

il

71l 2

o)
=

A7) AL AR

L
L

L

TK;,.

]
ol
B

¢
4

&
Mﬂ

| &5 g

4

=

7], Encrypt()

[0092]

. . a; .
€l = (T UG, =B (TN 2;0,) . Dpuy = Brcrypt (0 1 2,0, TEy, Y er))

[0093]

il

i€n] 2 j*

i ]

(o],

[0094]

K

Cix;

i3

el

D i

1 A1 v 7] 84,

ghel

719 &

=i
=

&7 A2 AHEAR H|

p
s

J

a

)

an

=1
o

A2 Tl

™
oA
23

).

ol

]

NI

7] A2 dlolE

o)

[0095]

[0096]

o0

[0097]

| A2 v 7]

_20_



[0098]

[0099]

[0100]
[0101]

[0102]

[0103]

[0104]

[0105]

[0106]

[0107]

[0108]

[0109]
[0110]

[0111]

[0112]

[0113]

[0114]

[0115]

S=50ol 10-2143525

TK; TKj,

>

2,
N
S
o
N
rlr
)
N

(o3
9,
&
Lo
4
o
1>
>
S
4
&
1>
ol

[<=3H4) 5]

. \Bj
TKj, = H, e((T I xj_kj),g)

e:G XG - Gy Gr g G
(o]u, eE S WSSk ZAY g (bilinear map), & 97 A9 pdl ¥, &= o A
A, BiE A7 A2 AR HE Ao 23E A2 vjL7] 84, HOE HiGoKE wHEskE A2 siA 4, K

= A7 oA 7l 95 daelFe 7] F3b(key space))E WHatal, A7l B i 71E AAse WA=,

(o]d, = 87 ki R A kel 2% ki, kol WleE= A 7)E ol&ste] vl B WA e

A7) A2 e 8AE Haglete @AE, okl F8k] 7

[s=<k4 7]

Decrypt (D, TKix, ) = (A I B,

(olwf, DecryptO+= 7] thd 7] 9= dugFe o8& Ha3h)& ol&sto] 7] Al vloly Hatol 3

kl',kf =3
Zb Aol gk A2 G 8A4E Hageta, V] wldTdFS s dAle, £ WSk AT,
Bk{,k:
&7 A7 wAgel TIAA Ao

128 5 U of

o
ol

of maw, WG AN Ads= T g AT Vs 2ARE
[e]

L AZ9E Adshs sl Az Ue BE A o@ AA wW sk AzY steole g
2 7 FAbEE ASE AA A2ES A AY @ 88 glo] AZ F7h Al
9

3. WAY AL AT T4 713 WFRE AgAT] JERORVE WYY Ao ANE YYD

»
E
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[0116]

[0117]

[0118]

[0119]

[0120]

[0121]

[0122]

[0123]

[0124]

[0125]

[0126]

[0127]

[0128]

SSS0ol 10-2143525

%32 9 Axde] hE 9Es $4e e #AE
T A d Al mE g A HAHS dEkd A%

%
ild
S
H

ol
e
=

i<}
ko
ol

o
M
kY
=
fr

i
NI

rlo_i

ot

ol k2o

o
®
2 © g0
o

ox M R oo rlf 32 rz o iz

o
=
2
ol
K
I
:cg
_Lh
i
2
>
s
rO
)
ui

ql
—
o
1o
il
>
2
=2
=)
il
o2
fol

M

|25 o] el

i

Jollo w2 45 Al2=EI(100)2 7] A GA(110), A1 dEsk 4] (120),
33} AFX(140)E x 33k},

3

BN

_O|L

ra

f

g 1%
ol
g lo
e

>

>~

2
A\l
o2 o
fof
o
ol
)
-
w
(e)
~—
N

71 A FA(110)= ¢E Al=5(100)0] e A (setup)S FastL, ke A[2=81(100) WolA A& wpx~
Bl 7], ARA v 7], g 7] ROl sebulEE Aek] 91 AR ol

A ArdelA, 71 A A (110)= dF5 51, A8 7]¥(Trusted Third Party) ¢} Zo] Al 5= = JHA
(entity)el o8l &g2 5 Ao, 71 AA AA(110)9] 93 FA= w=A 543 AR == A2 of

g,

TAReR, 7] AP AAA10)= vhaE 7] B g St EHE A st whaE 7= bdEA Adskar, &
A S EHE g3 AlZ=5(100) el g & ).

EL, 7] A AA110)= S AIEF(100) Well A fhzstel FFold Haro] AREAR Zbzbel i ARgA WE
715 AAstaL, AAdHE 4 ARgARel tiE AREAE HlE 71 dEsE fs A4 AREAtel ofdl o]l 8= dEdt

(120, 130)= Alged 5= o).
wek, 7] A A (110)=
5 odlole el digh uyg
Al dwst Fx(120) 2 A2 dws FA (1300 27 7] A4 FX (1100 25E A4 vE 718 S
AFEAE ¥ 715 o] &3l dHlolE HA¥S daststr] sl ol §FH & FA| o).



[0129]

[0130]

[0131]

[0132]

[0133]

[0134]

[0135]

[0136]

[0137]

[0138]

[0140]
[0141]

[0142]

[0143]

[0144]

[0145]
[0146]

[0147]

=50l 10-2143525

omn

TAAeR, Al gost FA(120)= AL AREA] o8 o824 glern, 7] A A (1025 Al
AT AREAL] W@k AR W' 71E o] 8ske] Al HolE F gl EH?_& dows AT Ak EI, A2
=3} AA(130)= A2 AREA o o]&d = lon, 7] A FA(110)ZHE A2 A2 AREAf] o
ARE2E Bl 715 o] 8ske] A2 HolH gl Wak o

i
% oS o

>
A,
£
=2
2
rir
(0
o,
1o
)
1o
il
do
ol
o2
fol
>,
[>
it}
=
o
N
2
e
oot
i,
o]
2,
fol
S
o

}x] (120, 130)7F 270121

gl L, A2 *P%X}Oﬂ EHHL /‘P&Z} Hl“‘ 715 ol&ste] A2 gzt FA(130) ofsf =
stel A2 dlojel Jiel tig i B 7] AP AA 110 =FE AFHe FF 715 o83t Al deld
3 A2 vlolE Hekel td wHdte APt

7] WA A (1100 Bk A5 (Security Parameter) 17 @ ¢F5 A 2E1(100) ol d S5 sjol Hefd B9
RG2Sl F(n, o), n 2 o]l Al 71xste], viAE Y](master key) &N dtvlHE YA

G G
FAAoR 7] A ZAX(110)= 22t 95 (order)7F 25 (prime number) p¢l 3 (cyclic group) 9
Gr e:G XG = Gy e é P
= A 5, & WEshe AAXEY d<(bilinear map) 2 o A (generator) E A
dek = 9l

71 AR BH10)= 20,1} 2 B=3= A ~E= (random string) z, H:{0,1} >G2 B=3= A1

g
e

3§41 g (hash function) Hi % Hy:G—K (olwf, K= o 7] o= dare]ise] 7] $3k(key space))& RH5dt

=~
= A2 A A HLE AEE S

1w, % 7] 95 dugEe o= 59|, AES(Advanced Encryption Standard) €aig]&d = 9lon), AES <
28 F 9ol duIE A dwst 7)o HEsE 9% H5s) 717F sdsh, A8 i 324 (CPA, Chosen
Plaintext Attack)ol] et tHAHS AFsts FXH vhdst T/ A 7] 45 daglFol o] &d & 3

st 7] A AA110)E A AY ~ER 25 viay 7124 sl A, F sEvE
PP =((».6,6.Gr,€), §,Hy,Hy)
5 45 AJ2="1(100) Woll FME 4 St

ALgA W 7] A

71 B A (110)= gzste] old H0] ARgAL zhzhel] ok A8k W 718 AR

A Aol wEe, 7] A4 FA0)E FESe] Fold B4 ALEA Azte] BT ASA 2182 (index)
9 vhaE] Flo) Jlzste] Bael g 7ol BE A HE 712 AT S o

TAAeR, 7] A AA110)= otdfe] FEA 1S5 o] &ste] Hao] AMEA T AREAR dE AL i, ie
[ bl /‘}*"LXPOH ek AR v 7] BKE AT ol

= (a;,B;) = (PRF(z,1 I i),PRF(z,2 || ©))

ekl QoA = Al MY 7] 84, BixE A2 v 7] &
function), "II"= F # AFole] 14 (concatenation)S YERWTE

9, 71 A4 AANA0E AT AR Y 7] B 42 BigEE A os) ol gHE gus

2, PRFO+= A} dY <= (pseudo-random



[0148]

[0150]

[0151]

[0152]

[0153]

[0154]

[0155]

[0156]

[0157]

[0158]
[0159]

[0160]

[0161]

[0162]

[0163]

SSS0ol 10-2143525

(120, 130) = #l&-g 4= v},

dE EBof, 71 A AA(110)= Al AFEAbl g ALgA} v 715 Al AFEAbel & o] &5 & Al dast
i](lzo)i Agstar, A2 ARgAle] ek ALEAF v 715 A2 AFEAFA] 2F o] gFHE A2 dEst (13

0= AT 7 ).

OI—:!E‘_‘
A F=sk A (120) R A2 dEsk FA(130)= Z42F skt o] o] dvlelHE ¥k oy gl a2t
A(label) 2 71 A A (110) Z5-E Algd2 ARG v 7)ol 7] Z28to] dlolE Hgtel it d3as A

g ehBe o A2E(100) el M vl AAEAY GES BT Beel AgA A
o el sl ol deolE PPol FolEt AuEA, ofF Fol, Hol
CdlelE (g e AR 59 Ben 4R 5 glou) wea 54 Auw @

UL Y

S, 2 oune] AAdelA, mAFe o] SAW F deole Ayl tAw 4E = Uk,

TAHeR, 7] A4 A1) ZFE A1 AREARl tigk AFEAE vlE 7] BKE Ale Al dhEsl A (12
X; ={xi1 ""xi,li} Xik;
0)= =ho] T Holy He (olwl, IXil=0i, 0= 2 ol/dSl =)ol £ 7 A=
k. € [£] Cix; Dy
(o], ol gk Al o 84 2 A2 dEE a4 S AT 3UH.

TAAe R, Al dEst AA(120)= A, dzEke dely gk Xiol gk S T 5 ARSAR W™ 7] EKell

Xik; Cik
el AL AR 7] 8a aol 71xske] dHolE e Xiol £3rd 7 da of gk Al dEE 8 =2
AR 5

Ci,ki
o, Al FEE 84 & olE mol, okl e 2% o gl MY & .

w3, Al gast AA(120)= voly e Xioll o 2l T gl AR AR B 7] EKell ERHE A2 B 7] 84

Xik; TKy,

Bioll 71zste] dole H3F Xioll x3e 7 44 of W&¥= A 7] S AT 5 T
TKi.ki
oul, U4 7 & B mol, oldle] #eh4 38 olgale] A4E & Ak,
(5314 3]
TR, = Ha (e (T 1 x00,). 2)’ )
Xik; TKy,
o, Al d=3k FA(120)+= o &He oA 7 E 423t 712 o8 UH 7] ¥ dadss
Xix, Dy,

o] g3sto] 7F of mE A2 YTE 84 2 AT 3UH
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[0164]

[0165]

[0166]
[0167]

[0168]

[0169]

[0170]

[0171]
[0172]

[0173]

[0174]

[0175]

[0176]
[0177]

[0178]

SS50l 10-2143525

oW, A2 BEE 4k = AF Zol, obel #3448 olSael AU S U

[=3h4 4]

Df.k.‘ = EnC'l‘y‘pt(T " xi-ki,TKl-‘ki)

T4 4014, EneryptOx= W 7] 42 dagsS o8 dEseE uEdbg. Hug pAHe=,

Encrypt(T Il X, TKyy)  TKy, Tl xyy,

t = gEst A1z olgdel & gEslge ovied.

olF, Al k=3t FA(120)= dlole [ Xiol ek #2 T, vlol® {3 Xjoll 23t 2 A4 o gk Al

CTir = (T’ {Ci.ki'DEJq}kl-e[!i])

@, 71 A A0 Z5-E A2 ARgArel gk ARgAF v 7] BK; (old], j<[n] B jFi)E AT A2

X;= {"j,p ’xi,fj}

Azt AA(130)= o] T'Q1 dloje [t Colw, IXijl=0y, €= 2 o3 A=)l =3
Xk k; € [£] Cik; Djx;
¥ 4 dx (o], ol Tk AL fhE 84 2 A2 e aa S AT 5

TAAeR, A2 est FA(130)= dEsted dolE e Xjoll tig ehd T 3 AREAF W™ 7] EKjell E9tE

Xk Cik;
AL W 7] x el lzstel ol B Xl XE 4 9a o UF AL FEF ex T 44T
+ ot
Cik;
o, Al FEE 8k & AT Hol, o] 94 62 ol gl AyE & Ak,

(5814 6]

. aj
Cpaey = Ha (T 23,

w3, A2 4zt AA(130)= voly e Xjol ek =8 T' 2 AREAF v 7] EKjell 23 A2 W 7] 2

xj,kj TKJ‘{J
22 Byoll 71zxske] vloly J3 Xjol 23Hd 2 A4 of vg¥= td 7l 5 A48T 5 o
TKj,
oldl, ¥ 7l © & 5o, otdo F3A 75 ol &ste] AHE + Ant.
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[0179]

[0180]

[0181]

[0182]

[0183]

[0184]

[0185]

[0186]

[0187]

[0188]
[0190]

[0191]

[0192]

[0193]

[0194]

[0195]
[0197]

[0198]

S=50l 10-2143525
[s=<k4 7]

. A\Bi
TK;,, = H, e((T I xjkj),g)

TK;

j,kj _;r.kj
ofF-, A2 dz3t FA(130)= 74 D4 o t&¥H= WA 7l g 933t 7|2 o] &% WA 7] k' &
Xk Djx;
aPFe olgste] 72t da of td A2 s a9k = AT 5 3.
Dj,kj
olwf, A2 ks & = dE 5o, ofle] A 85 ol &ste] AAE o Sl
[4=5}4 8]
Dj; = Encrypt(T |l x; 2 TKG,)
xj.kj
ofF-, A2 ¢z st A (130)= wlolH HI Xjoll oig =@ T, weoly HE Xjol £3Fd 7 9 of g
Cf.kj Dj,kj
Al GEE 84 2 A2 dEE aa < Eeehe dEw (N8 Y & Ao

A A (110)= 22 doldk AFgAE vlE 715 ol gate] ¢mstd F dloly ool Wi wHdS st
71 A% & 7le AAsta, AdE o TE & A (140) = A5t

fol
L

A Axdel e, §5 A= F odolE PE 2ol U GEHE S8 ol 88 A WD o] 7]z}

FAROE, AL A HFE A 1Y 7] EGE ol gste] hmshe dlolel P& XS Ab Az AHgA o)
& AHEA WY 7] BGE olgdtel st dole A X od wgFe BN A% I 7] Sk o
go) 84 102 olgstel 4R  Ark.

[4314 10]

k)

B;
SK; = glaitaj)

Eig‘:
B3k FA (U0 T4 7] Ky, AR ¥ 7] BKE o) 83le] dEabE dlole AT ol W YEE I
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